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HOW TO USE THIS GUIDE 

 

This workbook belongs to you.  It is designed to serve as a guide for the duration of your 

training programme and as a resource for after the time.    It contains readings, activities, 

and application aids that will assist you in developing the knowledge and skills stipulated in 

the specific outcomes and assessment criteria.  Follow along in the guide as the facilitator 

takes you through the material, and feel free to make notes and diagrams that will help you 

to clarify or retain information.  Jot down things that work well or ideas that come from the 

group.  Also, note any points you would like to explore further.  Participate actively in the skill 

practice activities, as they will give you an opportunity to gain insights from other people’s 

experiences and to practice the skills.  Do not forget to share your own experiences so that 

others can learn from you too.   

 

ICONS 

 

For ease of reference, an icon will indicate different activities.  The following icons indicate 

different activities in the manual. 

 

 

  

Stop and Think! 

Outcomes 

Assessment Criteria 

Course Material 

Notes (Blank) 

Learning Activities 

Take note 
Note! 

Reflection 

References 

Definition Summaries 

 

Example  
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PROGRAMME OVERVIEW  

 

PURPOSE 

 

This programme is intended for managers in all economic sectors. These managers would 

typically be second level managers such as heads of department, section heads or 

divisional heads, who may have more than one team reporting to them.  

 

The qualifying learner is capable of:  

 Demonstrating an understanding of business processes and potential risks to a unit. 

 Identifying potential risks and assessing the impact thereof in a unit. 

 Developing contingency plans for managing risk. 

 Testing and revising contingency plans.  

 

LEARNING ASSUMPTIONS 

 

It is assumed that learners are competent in:  
 

 Communication at NQF Level 4. 

 Mathematical Literacy at NQF Level 4. 

 Computer Literacy at NQF Level 4 

 
HOW YOU WILL LEARN 

 

The programme methodology includes facilitator presentations, readings, individual 

activities, group discussions, and skill application exercises. 

 

HOW YOU WILL BE ASSESSED 

 

This programme has been aligned to registered unit standards.  You will be assessed 

against the outcomes of the unit standards by completing a knowledge assignment that 

covers the essential embedded knowledge stipulated in the unit standards.  When you are 

assessed as competent against the unit standards, you will receive a certificate of 

competence and be awarded 8 credits towards a National Qualification. 
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FORMATIVE ASSESSMENT  

In each Learner Guide, several activities are spaced within the content to assist you in 

understanding the material through application. Activities in the learner manual are not for 

assessments. Formative assessments are in a separate module written formative 

assessment. Please make sure that you complete ALL activities in the Formative 

Assessment Guide, Formative activities must be completed at the end of each section.  

 
SUMMATIVE ASSESSMENT  

 
You will be required to complete a Portfolio of Evidence for summative assessment 

purposes. A portfolio is a collection of different types of evidence relating to the work being 

assessed. It can include a variety of work samples. 

 

The Portfolio Guide will assist you in identifying the portfolio and evidence requirements for 

final assessment purposes. You will be required to complete Portfolio activities on your own 

time, using real life projects in your workplace environment in preparing evidence towards 

your portfolio. 

Being Declared Competent Entails: 

Competence is the ability to perform whole work roles, to the standards expected in 

employment, in a real working environment. 

There are three levels of competence: 

 Foundational competence: an understanding of what you do and why. 

 Practical competence: the ability to perform a set of tasks in an authentic context. 

 Reflexive competence: the ability to adapt to changed circumstances appropriately 

and responsibly, and to explain the reason behind the action. 

To receive a certificate of competence and be awarded credits, you are required to provide 

evidence of your competence by compiling a portfolio of evidence, which will be assessed 

by a Services SETA accredited assessor. 

You Have to Submit a Portfolio of Evidence 

A portfolio of evidence is a structured collection of evidence that reflects your efforts, 

progress and achievement in a specific learning area, and demonstrates your competence. 

The Assessment of Your Competence 

Assessment of competence is a process of making judgments about an individual's 

competence through matching evidence collected to the appropriate national standards. The 

evidence in your portfolio should closely reflect the outcomes and assessment criteria of the 

unit standards of the learning programme for which you are being assessed. 
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To determine a candidate’s knowledge and ability to apply the skills before and during the 

learning programme, formative assessments are done to determine the learner’s progress 

towards full competence. This normally guides the learner towards a successful summative 

(final) assessment to which both the assessor and the candidate only agree when they both 

feel the candidate is ready. 

Should it happen that a candidate is deemed not yet competent upon a summative 

assessment, that candidate will be allowed to be re-assessed. The candidate can, however, 

only be allowed two reassessments.  

When learners have to undergo re-assessment, the following conditions will apply: 

Specific feedback will be given so that candidates can concentrate on only those areas in 

which they were assessed as not yet competent. 

Re-assessment will take place in the same situation or context and under the same 

conditions as the original assessment. 

Only the specific outcomes that were not achieved will be re-assessed. 

Candidates who are repeatedly unsuccessful will be given guidance on other possible and 

more suitable learning avenues. 

In order for your assessor to assess your competence, your portfolio should provide 

evidence of both your knowledge and skills, and of how you applied your knowledge and 

skills in a variety of contexts. 

This Candidate’s Assessment Portfolio directs you in the activities that need to be completed 

so that your competence can be assessed and so that you can be awarded the credits 

attached to the programme.  

 

NOTE YOUR POE GUIDE HAS MORE INFORMATION ON THE ASSESSMENT 

PROCESS 
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SECTION 1:  UNDERSTANDING RISK  

 
 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Specific Outcome  
 
On completion of this section you will be able to demonstrate an 

understanding of potential risks to a unit.  

Assessment Criteria  
 

On completion of this section you will be able to: 

 The concept of risk is explained with reference to accepted 

theory and practice.  (SO 1, AC 1) 

 The factors that could constitute risks to a unit are identified 

and explained. .  (SO 1, AC 2) 

 The role of organisational policies and procedures are 

explained in relation to risk management.  (SO 1, AC 3) 
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1.1 INTRODUCTION 

Generally everyone has some general understanding of the meaning of the word 'risk'. As 

children we are taught that something is risky, or we are told not to take risks. But what 

exactly is 'a risk'? 

In fact we all take risks everyday quite happily. We do things knowingly that there is a risk 

involved. For example, we know that there is a risk involved in driving a car, or riding a bike, 

or going on a skiing holiday. We accept the level of risk because in our minds, although the 

potential consequences can be death or serious injury, we think that if we are careful, the 

chances of something dreadful happening is very low. 

1.2 THE CONCEPT OF RISK 

It is the probability or threat of damage, injury, liability, loss, or other negative occurrence 

that is caused by external or internal vulnerabilities, and that may be neutralized through 

pre-emptive action. Risk arises out of uncertainty. Thus risks are uncertain future events that 

could influence the achievement of a company’s objectives. 

 

In a way, we can say risk is the exposure to the possibility of such things as economic or 

financial loss or gain, physical damage, injury or delay, as a consequence of pursuing a 

particular course of action.  

 

The concept of risk has two elements, the likelihood of something happening and the 

consequences if it happens. Risk can arise from internal or external sources, and might 

include exposure to such things as economic  or financial loss or gain, physical damage, 

failure of a project to reach its objectives, client dissatisfaction, unfavourable publicity, a 

threat to physical safety or breach of security, mismanagement, failure of equipment and 

fraud.  

 

Risks should not necessarily be avoided. If managed effectively, they allow us to seize 

opportunities for improving services and business practices. Remember the old adage 

“nothing ventured, nothing gained”, ‘No pain, no gain ‘could actually be “nothing 

ventured, sure to lose”. In summary where there is risk, there is opportunity and No risk, 

no reward. 
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1.3 CONCEPT OF RISK MANAGEMENT 

 
 

Risk management is as much about identifying opportunities as avoiding or mitigating 

losses. It is a logical and systematic process of establishing the context, identifying, 

analyzing, evaluating, treating, monitoring and communicating risks associated with any 

activity, function or process, in a way that enables an organisation to minimize losses and 

maximize opportunities. 

 

There is no such thing as a risk-free environment, but many risks can be avoided, reduced 

or eliminated through good risk management. Good risk management also takes advantage 

of opportunities while analyzing and dealing with risk. Good risk management is forward 

looking and helps to improve business decisions. It is not just about avoiding or minimizing 

losses, but about dealing positively with opportunities. It is a powerful tool for public sector 

managers. 

 

Good risk management is based on a well-planned, logical, comprehensive and 

documented strategy.  This strategy provides general policy guidance, and plans and 

procedures that can be used as part of the organisation’s everyday work to manage risk. 

The complexity and extent of the strategy should be commensurate with: 

 The level of risks (i.e. The likelihood and consequence of each risk) to which the  

organisation is exposed 

 The frequency and magnitude of risks. 

 

Good risk management must be based on a strategy, but a strategy itself doesn’t manage 

risks. Leadership, effort by all levels of management and staff, and careful monitoring by 

boards and audit committees, are needed to make the strategy a success. 

 
Risk management process 
 
Inorder to manage risks, a risk management process must be followed. This process 

includes the following key steps. 

 

1. Identifying Risks 

The risk assessment process begins with the identification of risk categories. An 

organization most likely will have several risk categories to analyze and identify risks that 

are specific to the organization.  
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2. Risk assessment 

 Once the risks have been identified, they are then assessed on their likelihood of 

occurrence and the impact. This process can be simple as in case of assessment of tangible 

risks and difficult like in the assessment of intangible risks. This assessment is more or less 

a guessing game and the best educated guess decides the success of the plan.  

 

3. Risk planning 

Once the risk areas are identified and analyzed, the next step is to eliminate, reduce or 

transfer the risk.  That is, a way of dealing with each risk is identified and implemented. The 

output of risk planning is a risk management plan. 

 

4. Risk monitoring  

A risk management plan can never be perfect. Critical evaluation of a risk management plan 

at every stage of implementation is very necessary especially at an early stage. It will allow 

companies to discover the flaws before it gets into the action. 

 

 

 

NOTE 

 

The elements of the risk management process shall be discussed in more detail.  
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1.4 FACTORS THAT CAN CONSTITUTE RISKS 

In any unit there are different types of risk. Risks tend to vary from business to business but 

there are some risks most businesses have in common. As well as listing the risks, it's also 

useful to list what the consequences could be if the risks actually happen. 

 

1.4.1 COMPLIANCE RISKS 

Compliance risk is the threat posed to a company's earnings or capital as a result of 

violation or non-conformance with laws, regulations, or prescribed practices.  Companies 

that fail to comply with the necessary standards may be subjected to fines, payment of 

damages, and voided contracts.  This, in turn, can lead to diminished reputation and limited 

business opportunities as the company finds its franchises reduced in value and its potential 

for expansion curtailed.  In extreme cases, the company may find it is no longer capable of 

enforcing its contracts. 

 

Some potential risks are: 

 regulations might increase your production costs, e.g. higher quality standards 

 Health and safety changes could add to your costs, e.g. having to provide safety 

equipment to your workers. 

 

LEGISLATIONS THAT AFFECT BUSINESS IN SOUTH AFRICA 

There are a number of legislations that affect business operations in South Africa. The major 

ones are; 

 

1. Labour relations Act 

This Act regulates the organisational rights of trade unions and promotes collective 

bargaining at the workplace and at sect oral level and also the employee rights. In essence, 

this act covers the following employer-employee relations; 

 

 Freedom of association 

and general 

protections;  

 collective bargaining; 

collective agreements; 

Bargaining Council;  

 Statutory Councils;  

 Commission For 

Conciliation, Mediation 

and Arbitration; 

accreditation of and 

subsidy to Councils and 

private agencies;  

 resolution of disputes 

 effect of certain defects 

and irregularities 

 records to be kept by 

employer; 

 Application of Act when 

in conflict with other 

laws;  
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 strikes and lock-outs; 

workplace forums; 

 trade unions and 

employers' 

organisations;  

 regulation of 

federations of trade 

unions and employers' 

organisations; 

 registrar of labour 

relations; dispute 

resolution; 

 poor work performance; 

incapacity; 

 III health or injury.  

 

under auspices of 

Commission; Labour 

Court;  

 Labour Appeal Court; 

unfair dismissal;  

 temporary employment 

services;  

 contracts of 

employment may not 

disregard or waive 

collective agreements 

or arbitration awards; 

representation of 

employees or 

employers;  

 confidentiality; service 

of documents; 

 

 Code of good practice: 

dismissal;  

 fair reasons for 

dismissal; misconduct; 

 fair procedure;  

 disciplinary records; 

dismissals and 

industrial action;  

 guidelines in cases of 

dismissal for 

misconduct; incapacity:  

 codes of good practice; 

collective agreement, 

arbitration award or 

wage determination to 

be kept by employer; 

 

Source: http://www.labourprotect.co.za/labour_law_act.htm 

 

2. Basic conditions of employment Act 

The purpose of the Act is to give effect and to regulate the right to fair labour practises, which is 

granted by section 23 (1) of the Constitution and to comply with South Africa's obligation as a 

member state of the International Labour Organisation. This Act applies to all employers and 

employees and takes precedence over any agreement, whether the agreement was entered 

into before or after the commencement of this Act. The following are covered; 

 

 The regulation of working 

time;  

 interpretation of day; 

ordinary hours of work;  

 overtime;  

 compressed working week; 

averaging of hours of work; 

determination of hours of 

work by Minister;  

 deductions and other acts 

concerning remuneration; 

calculation of 

remuneration and wages;  

 termination of 

employment; notice of 

termination of 

employment; 

 payment instead of notice; 

 Employment Conditions 

Commission;   

 monitoring, 

enforcement and legal 

proceedings;   

 labour inspectors;  

 powers;  

 compliance order; 

appeals; Labour Court;  

http://www.labourprotect.co.za/labour_law_act.htm
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 meal intervals;   

 daily and weekly rest period; 

pay for work on Sundays; 

night work;  

 public holidays; annual 

leave; pay for annual leave;  

 sick leave; 

 proof of incapacity; 

application to occupational 

accidents or diseases; 

maternity leave; 

 protection of employees 

before and after birth of a 

child; family responsibility 

leave; particulars of 

employment and 

remuneration;  

 written particulars of 

employment;  

 informing employees of their 

rights;  

 keeping of records; payment 

of remuneration;  

employees in employer-

provided accommodation; 

payments on termination; 

severance pay; 

 certificate of service; 

prohibition of employment 

of children and forced 

labour; prohibition of 

employment of children;  

 employment of children of 

15 or older;  

 medical examinations; 

prohibitions;  

 evidence of age;  

 variation of Basic 

Conditions of Employment 

by agreement and 

Minister;  

 Sect oral Determinations; 

 information about 

remuneration; 

 rights of employees;  

 burden of proof;  

 temporary employment 

services;   

 deeming of persons as 

employees;  

 duration of 

employment; Codes of 

good practice; 

representation of 

employees or 

employers;  

 confidentiality;  

 penalties; procedures 

for progressive 

reduction of maximum 

working hours; 

maximum permissible 

fees; transitional 

provisions; 

 The duties of 

employers and 

employee concerning 

health and safety at 

work;  

 the advisory council for 

occupational health and 

safety; penalties for 

offences 
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3. Employment Equity Act 

This Act contains provisions that promote employment equity, including provisions 

prohibiting unfair discrimination, regulating affirmative action and establishing a Commission 

for Employment Equity. The table below summarises the Act; 

 

 Prohibition and 

elimination of unfair 

discrimination;  

 medical and 

psychometric testing;  

 applicants;  

 burden of proof;  

 affirmative action and 

measures;  

 duties of designated 

employers;  

 voluntary compliance; 

consultation with 

employees, matters for 

consultation; disclosure 

of information;  

employment equity plan; 

publication of report; 

 successive plans;  

 assigning manager; duty 

to inform and keep 

records; income 

differentials; Commission 

for Employment Equity; 

 monitoring, enforcement 

and legal proceedings;  

 trade union 

representatives; labour 

inspectors 

  compliance order;  

 register of designated 

employers;  

 legal proceedings; 

powers of commissioner 

in arbitration 

proceedings;  

 Labour Court;   

 protection of employee 

rights; disputes;  

 codes of good practice; 

temporary employment 

services;  

 breach of confidentiality; 

liability of employers; 

obstruction, undue 

influence and fraud; 

maximum permissible 

fines; 

 turnover threshold 

applicable to designated 

employers 

 

 

4. Occupational Health and Safety Act 

This Act contains the main responsibilities for both employers and employees in the 

workplace. But it has also given rise to a number of rules and regulations for specific 

industries. Make sure that you are familiar with those that are relevant to your industry. It is 

also a good idea to join an association of businesses in your industry. Often they provide a 

service that keeps you up to date with the latest regulations. 

 

 Health and safety policy  

 General duties of employers to 

their employees. 

 General duties of employers and 

self-employed persons to persons 

 General prohibitions  

 Sale of certain articles 

prohibited  

 Certain deductions 

prohibited  

 Incorporation 

of health and safet

y standards in 

regulations  

 Serving of notices. 
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other than their employees. 

 General duties of manufacturers 

and others regarding articles and 

substances for use at work  

  Listed work. 

 General duties of employers 

regarding listed work. 

 Duty to inform. 

 General duties of employees at 

work . 

 Duty not to interfere with, damage 

or misuse things. 

 Chief executive officer charged 

with certain duties. 

  Health and safety representatives 

 Functions 

of health and safety representative

s. 

 Health and safety committees. 

 Functions 

of health and safety committees  

 Report to inspector 

regarding certain 

incidents  

 Report to chief inspector 

regarding occupational 

disease  

 Victimization forbidden  

 Designation and 

functions of chief 

inspector. 

 Designation of inspectors 

by Minister  

 Functions of inspectors. 

  Special powers of 

inspectors. 

  Investigations  

  Jurisdiction of 

magistrates' 

courts. 

 State bound  

  Conflict of 

provisions  

  Repeal of laws  

  Short title and 

commencement 

 

 
EXAMPLE 
 
The human resources department employs a new employee on the basis of his race and 

social standing. In this case, the HR department would have failed to abide by the terms and 

conditions specified in the Employment Equity Act.  
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1.4.2 FINANCIAL RISKS 
 
 
Financial risk is the amount of chance that is present with any type of financial investment. 

Typically, the goal is to secure investments that appear to have a low amount of risk since 

these are more likely to earn a return.  

 

 

NOTE:  

A company’s financial risk is predominantly targeted at its shareholders and those who own 

or buy the company’s stocks as this type of risk is based on how a company’s finances are 

structured, and traditionally focuses on corporate debt. 

 

 

 
Financial risk arises through countless transactions of a financial nature, including sales and 

purchases, investments and loans, and various other business activities. It can arise as a 

result of legal transactions, new projects, mergers and acquisitions, debt financing, the 

energy component of costs, or through the activities of management, stakeholders, 

competitors, foreign governments, or weather. 

 

When financial prices change dramatically, it can increase costs, reduce revenues, or 

otherwise adversely impact the profitability of an organization. Financial fluctuations may 

make it more difficult to plan and budget, price goods and services, and allocate capital. 

 

 

There are three main sources of financial risk: 

 Financial risks arising from an organization’s exposure to changes in market prices, 

such as interest rates, exchange rates, and commodity prices 

 Financial risks arising from the actions of, and transactions with, other organizations 

such as vendors, customers, and counterparties in derivatives transactions 

 Financial risks resulting from internal actions or failures of the organization, 

particularly people, processes, and systems 

 

 
LET US LOOK AT SOME OF THE MAIN CLASSES OF FINANCIAL RISK 
 
Credit risk is defined as the potential that a financial institute or counter party will fail to meet 

its obligations in accordance with agreed terms. For most financial institutions loans are the 
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largest and the most obvious source of credit risk. 

 

Interest rate risk 

It is the risk of assets and liabilities maturing (or being re-priced) at different times. For 

example; 

1. Liabilities may mature before assets do. 

This necessitates an organisation to fund the gap until a sufficient quantity of 

assets mature to repay the liabilities. The risk lies therein that interest rates 

may rise and that these expensive funds have to be used to fund assets that 

are yielding lower returns. 

2. Assets may mature before liabilities do. 

In this case, they have to be reinvested until they are needed to repay the 

liabilities. The risk lies therein that if interest rates fall, this reinvestment may 

be accomplished at rates below those being paid on the liabilities waiting to 

be retired. 

 

Liquidity risk 

Liquidity risk is the potential that an institution will be unable to meet its obligations as they 

come due. This is generally because the organisation cannot liquidate assets or obtain 

adequate funding (funding liquidity risk) or that it cannot easily unwind or offset large 

exposures without significantly lowering market prices because of thinly traded securities 

market or market disruptions (market risk). 

 
 
Market risk 

The main components of market risk are therefore: 

 Equity 

 Interest rate 

 Foreign exchange 

 Commodity 

In contrast to interest rate risk analysis, which evaluates the impact of interest rate 

changes on net interest income and equity, market risk evaluates the impact of changes in 

interest rate on the capital value of marketable securities. 

 

The real nature of market risk lies therein that the prices of marketable assets may be 

depressed when they have to be sold before maturity or when it becomes necessary to 
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borrow against them. 

 

NOTE: Investment loss are incurred only when a marketable asset is sold at a price below 

that at which it is shown on the balance sheet. Thus, it depends on the accounting 

convention being used.  

 
 

 
 
 
1.4.3 OPERATIONAL RISK 
 
Operational risk differs from other financial risk in that it is typically not typically not taken in 

return for an expected reward, nut exists in the natural course of corporate activity. In 

essence, operational risk is the broad discipline focusing on the risks arising from the 

people, systems and processes through which a company operates. Common sources of 

operational risk 

 INTERNAL FRAUD: Examples include intentional misreporting of positions, 

employee theft, and insider trading on an employee’s own account. 

 EXTERNAL FRAUD: Examples include robbery, forgery, and damage from computer 

hacking. 

 DAMAGE TO PHYSICAL ASSETS: For example, terrorism, vandalism, earthquakes, 

fires and floods. 

 BUSINESS DISRUPTION AND SYSTEMS FAILURES: For example, hardware and 

software failures, telecommunication problems, and utility outages. 

 EXECUTION, DELIVERY And PROCESS MANAGEMENT: For example, data entry 

errors, collateral management failures, and incomplete legal documentation. 

 EMPLOYMENT PRCTICES AND WORKPLACE SAFETY: For example, workers 

compensation claims, and organized labor activities. 

 BUSINESS PRACTICES: For example, improper proprietary trading activities on a 

financial institution’s account, money laundering, and sale of unauthorized products. 

REMEMBER: There are four main causes of operational risk events:  

 the person doing the activity makes an error,  

 the process that supports the activity is flawed,  

 the system that facilitated the activity is broken, or  

 an external event occurs that disrupts the activity 
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1.4.4 HEALTH AND SAFETY RISKS 
 

Apart from the legal and moral reasons for keeping your business safe for employees, 

customers and others, your business could suffer if you don't manage the health and safety 

risks. Health and safety risk is the likelihood that a person may be harmed or suffers 

adverse health effects if exposed to a hazard. Below are some of the hazards that result in 

health and safety risks. 

 

Hazard Risks 

Manual handling of hand tools - knives, secateurs, 

loppers, crowbars, weed bags, mattocks, peter levers 

etc 

Back injury,  Repetitive strain 

Lifting heavy objects incorrectly Back injury Repetitive strain 

Repetitive movements, bending and awkward working 

positions 

Back/ limb injury Repetitive 

strain 

Trip hazards Injury 

Slippery/ unstable terrain Slips, falls 

Steep terrain/ cliffs Slips, falls 

Sharp edges on twigs and branches Eye, face injuries and scratches 

Sharp objects and rubbish: syringes, broken glass and 

rusty metal 

Cuts and punctures to skin 

Insect bites and stings Bites, stings, allergic reaction 

Bites from snakes and injured wildlife Bites 

Allergic reactions to native plants and weeds Allergic reactions 

Bacteria and pathogens in mulch and soil Inhalation 

UV radiation / hot weather Sunburn, dehydration, sunstroke 

Windy / wet weather Falling branches Cold 

Use of chemicals, herbicide Contact with skin, eyes 

Working on or near roadsides Hits from motor vehicles 

 

  



 
 

DOC NO. AND REVISION DATE CREATED/REVISED RESPONSIBLE DEPARTMENT DOCUMENT NAME PAGES 

ATI_DOC April 2019 Training US 252025 
Learner Guide 

Page 20 of 83 

 

 
1.4.5 ENVIRONMENTAL RISKS 
 
The environment can pose many risks to your business, but climate change is perhaps the 

biggest environmental risk. Climate change refers to the build-up of man-made gases in the 

atmosphere that trap the sun's heat, causing changes in global weather patterns. It has 

environmental, economic and social impacts. 

Climate change risks for your business may include: 

 Frequent extreme weather - you may have increased insurance costs, more damage to 

property and resources, and disruption of power and water. Customers may be unable to 

visit or contact your business, or suppliers may be unable to deliver goods or services. 

 Decreased demand - there may be less demand for your goods and services if they are 

not environmentally friendly, or competitors with energy-efficient products may target 

your customers. It may also be difficult to attract and retain staff if your business is not 

sustainable. 

 Global impacts - overseas suppliers may be unable to deliver goods or services due to 

climate change events in their country or international customers being encouraged to 

buy locally. 

 Increased costs - you may experience higher costs for energy, water and other 

resources. Water restrictions may also affect your business 

 

NOTE: 

Environmental risks can be defined as the probability of loss that arises from changes in the 

environment. 

 

 

LEARNING ACTIVITY 

 

List examples of environmental, operational, health and safety, and financial risks that affect 

your business unit.  
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1.5 ORGANISATIONAL POLICIES AND PROCEDURES 

 
Policies and Procedures are the strategic link between the Company's Vision and its day-to-

day operations. ut why is that so important? It's because well written policies & procedures 

allow employees to understand their roles and responsibilities within predefined limits. 

Basically, policies & procedures allow management to guide operations without constant 

management intervention. This in a ways helps in the management of risks. In most 

instance, if employees follow policies and procedures, risks are bound to be managed. 

 

Policy 

A "Policy" is a predetermined course of action which is established to provide a guide toward 

accepted business strategies and objectives. In other words, it is a direct link between an 

organization's "Vision" and their day-to-day operations. Policies identify the key activities 

and provide a general strategy to decision-makers on how to handle issues as they arise. 

This is accomplished by providing the reader with limits and a choice of alternatives that can 

be used to "guide" their decision making process as they attempt to overcome problems.  

 

In summary a policy; 

 Are general in nature. 

 Identify company rules. 

 Explain why they exist. 

  Tells when the rule applies 

  Describes who it covers. 

  Shows how the rule is enforcement 

  Describes the consequences 

  Are normally described using simple sentences & paragraphs. 

Procedures 

The ultimate goal of every procedure is to provide the reader with a clear and easily 

understood plan of action required to carry out or implement a policy. A well written 

procedure will also help eliminate common misunderstandings by identifying job 

responsibilities and establishing boundaries for the job holders. Good procedures actually 

allow managers to control events in advance and prevent the organization (and employees) 

from making costly mistakes.  

 

In summary procedures; 

• Identify specific actions. 
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• Explain when to take actions 

• Describes alternatives. 

• Shows emergency procedures. 

• Includes warning & cautions. 

• Gives examples. 

• Shows how to complete forms. 

• Are normally written using an outline format. 

 

Examples of policies and procedures in business 

 

1. Health and safety policy 

A health and safety policy is a written statement of principles and goals embodying the 

company's commitment to workplace health and safety. The primary objective of a health 

and safety policy should be to prevent or reduce work-related accidents and occupational 

diseases. An appropriate policy could help to avoid the expense, inconvenience, and other 

consequences of workplace accidents by making sure that employees and other role players 

know what is expected of them. 

 
The health and safety policy statement can be brief, but it should mention: 
  

• a description of the organisation 

• recognize the need to comply with minimum standard legislation of the Occupational 

Health and Safety Act 

• recognize the priority of safety in relation to other organizational goals and policies 

• acknowledge the right of every employee to work in a safe and healthy environment 

• stipulates that management is accountable for occupational health and safety 

programs and management's commitment to providing a safe and healthy work 

environment by eliminating or minimizing the hazards that can cause accidents and 

injuries 

• the organisation's basic health and safety philosophy (statement of health and safety 

principles and goals) 

• the general responsibilities of all employees 

• that health and safety shall not be sacrificed for expediency 

• that unacceptable performance of health and safety duties will not be tolerated 

• encourage co-operation with unions and workers to involve all employees in 

implementing the health and safety policy into practice 

• the policy date 
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• be signed by the chief executive officer 

• be visibly displayed for all workers to see 

• review date of the policy 

Therefore, if an organisation and its employees follow the health and safety policy, in a 

way, they are minimising the occurrence of health and safety risks at work.  

 

2. Finance policy 

A finance policy is a written statement which outlines internal systems for managing the 

movement of money in and out of the organisation.  The following are some of the reasons 

why finance policies are important in risk management. 

 

• All South African businesses must conform to the SA Accounting Standards for 

maintaining accounts and presenting financial reports and follow the guidelines set 

by the SARS. By referring to these rules and regulations in a financial policy all 

members of the finance department will know what is expected of their role. In this 

way, a company can avoid compliance risk.  

 

• Finance policies also assist companies in managing internal operational activities. 

Having a system of requisitions, invoicing, payments, investments and reporting is 

important in minimising the risk of fraud and internal errors. Therefore, finance 

policies assist in managing operational risks in an organisation. 
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In summary organisational policies and procedures are important in risk management 

because. 

• They assist in systematic identification of risks 

• Foster risk awareness among employees at all levels. 

• Provide systems to manage specific risks in the organisation. 

• They ensure that all individuals in the organisation play a role in the management of 

risks. 

• Creates a system that allows for risk reporting.  
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SECTION 2:  RISK IDENTIFICATION AND 

ASSESSMENT 

 
 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Specific Outcome  
 
On completion of this section you will be able to identify potential 

risks and assess the impact thereof in a unit.  

Assessment Criteria  
 

On completion of this section you will be able to: 

 Potential risk factors for critical processes in a unit are 

identified and documented.  (SO 2, AC 1) 

 Possible scenarios that could constitute a risk are identified 

and documented.  (SO 2, AC 2) 

 The possibility of each scenario occurring is evaluated and 

recorded for future use.   (SO 2, AC 3) 

 An analysis is performed and documented to rate the impact 

of each scenario on a unit. (SO 2, AC 3) 

 Priorities resulting from the impact analysis are determined 

and documented for implementation in the event of the risk 

materialising. (SO 2, AC 3) 

 

 

 



 
 

DOC NO. AND REVISION DATE CREATED/REVISED RESPONSIBLE DEPARTMENT DOCUMENT NAME PAGES 

ATI_DOC April 2019 Training US 252025 
Learner Guide 

Page 26 of 83 

 

2.1 INTRODUCTION  

There are several bodies that lay down the principles and guidelines for the process of risk 

management. The steps involved remain the same more or less. There are small variations 

involved in the cycle in different kinds of risk. 

The risks involved, for example, in project management are different in comparison to the 

risks involved finance. This accounts for certain changes in the entire risk management 

process. However the ISO has laid down certain steps for the process and it is almost 

universally applicable to all kinds of risk. The guidelines can be applied throughout the life of 

any organization and a wide range of activities, including strategies and decisions, 

operations, processes, functions, projects, products, services and assets. 

As per ISO 31000 (Risk Management - Principles and Guidelines on Implementation), risk 

management process consists of the following steps and sub-steps: 

 Establishing the Context 

 Identification 

 Assessment 

 
 
 
2.2 RISK IDENTIFICATION 

 
Risk cannot be managed unless it is first identified. Once the context of the business has 

been defined, the next step is to utilise the information to identify as many risks as possible. 

The aim of risk identification is to identify possible risks that may affect, either negatively or 

positively, the objectives of the business and the activity under analysis. Answering the 

following questions identifies the risk: 
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2.2.1 WAYS OF RISK IDENTIFICATION 

 

There are two main ways to identify risk: 

• retrospectively 

• Prospectively. 

 

A. Identifying retrospective risks 

Retrospective risks are those that have previously occurred, such as incidents or accidents. 

Retrospective risk identification is often the most common way to identify risk, and the 

easiest. It’s easier to believe something if it has happened before. It is also easier to quantify 

its impact and to see the damage it has caused. 

 

There are many sources of information about retrospective risk. These include: 

• hazard or incident logs or registers 

• audit reports 

• customer complaints 

• accreditation documents and reports 

• past staff or client surveys 

• Newspapers or professional media, such as journals or websites. 

Let us look at some of them in detail. 

 

1. HAZARD AND INCIDENT REGISTERS 

This is a document that records all incidents that occurred in the workplace. Different 

workplaces will be faced with different kinds of incidents. For example, a swimming pool is 

far more likely to be the cause of incidents such as slips and falls than a cabinet‑making 

factory, whereas the factory may have incidents of injuries from equipment or incorrect 

manual handling. Similarly, a health and safety officer working in a health care facility will 

probably face issues surrounding ill health rather than physical damage 

 

2. AUDIT REPORT 

This is a formal opinion, or disclaimer thereof, issued by either an internal auditor or an 

independent external auditor as a result of an internal or 

external audit or evaluation performed on a legal entity or subdivision thereof (called an 

"auditee"). Most audit reports include a section on risks that the organisation faces. 
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3. CUSTOMER COMPLAINTS REGISTER 

This document shows the various complaints that customers laid against the organisation. 

This register can identify potential risks such as compliance risks, and legal risks. 

 

B. Identifying prospective risks 

Prospective risks are often harder to identify. These are things that have not yet happened, 

but might happen sometime in the future. Identification should include all risks, whether or 

not they are currently being managed. The rationale here is to record all significant risks and 

monitor or review the effectiveness of their control. 

 

Methods for identifying prospective risks include: 

• brainstorming with staff or external stakeholders 

• researching the economic, political, legislative and operating environment 

• conducting interviews with relevant people and/or organisations 

• undertaking surveys of staff or clients to identify anticipated issues or problems 

• flow charting a process 

• Reviewing system design or preparing system analysis techniques. 

• SWOT Analysis 

 

NOTE: 

 

Risk categories will help break down the process for prospective risk identification. It is 

important to remember that risk identification will be limited by the experiences and 

perspectives of the person(s) conducting the risk analysis. Problem areas and risks can be 

identified with the help of reliable sources. 

 

 

Let us discuss some of the tools. 

 

1. BRAINSTORMING 

Brainstorming combines a relaxed, informal approach to problem solving with lateral 

thinking. It encourages people to come up with thoughts and ideas that can, at first, seem a 

bit crazy. 

 

To run a group brainstorming session effectively, follow these steps. 
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Step 1: Prepare the Group 

First, set up a comfortable meeting environment for the session. Make sure that the room is 

well-lit and that you have the tools, resources, and refreshments that you need. 

 

Step 2: Present the issue 

Clearly define the issue that you want to solve, and lay out any criteria that you must meet. 

Make it clear that that the meeting's objective is to generate as many ideas as possible. 

 
Step 3: Guide the Discussion 

Once everyone has shared their ideas, start a group discussion to develop other people's 

ideas, and use them to create new ideas. Building on others' ideas is one of the most 

valuable aspects of group brainstorming. 

 

Encourage everyone to contribute and to develop ideas, including the quietest people, and 

discourage anyone from criticizing ideas. 

 

As the group facilitator, you should share ideas if you have them, but spend your time and 

energy supporting your team and guiding the discussion. Stick to one conversation at a time, 

and refocus the group if people become sidetracked. 

 

Although you're guiding the discussion, remember to let everyone have fun while 

brainstorming. Welcome creativity, and encourage your team to come up with as many 

ideas as possible, regardless of whether they're practical or impractical. Use thought 

experiments such as Provocation or Random Input to generate some unexpected ideas. 

 

Don't follow one train of thought for too long. Make sure that you generate a good number of 

different ideas, and explore individual ideas in detail. If a team member needs to "tune out" 

to explore an idea alone, allow them the freedom to do this. 

 

2. CONDUCTING INTERVIEWS 

Another way of identifying risks is to set up interviews with different people in the 

organisation. The following are tips for effective interviews; 

• Develop a check list of the questions to be asked during the interview. 

• Express clearly the purpose of the interview. 

• Start with a neutral question to facilitate free flow of information. 

• Use open-ended questions so that the respondent can choose his answer. 
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• Limit the content of each question with a single idea to avoid confusion. 

• Reduce questions that give responses of `yes' or `no', because they give limited 

information. 

• Do not influence the respondent by asking leading questions. 

• If you have not understood the response ask the respondent to repeat and clarify. 

• Do not assume answers. 

• Do not pass judgements. 

• Avoid irrelevant discussions. 

• When you change the tack, inform the respondent that you are doing so. 

• Keep the interview short. 

3. SWOT ANALYSIS 

An effective method for prospective risk identification is to undertake a strengths, 

weaknesses, opportunities and threats (SWOT) analysis. A SWOT analysis is a tool 

commonly used in planning and is an excellent method for identifying areas of negative and 

positive risk at a business level. A sample SWOT analysis for a start-up plumbing business 

is shown below; 

STRENGTHS WEAKNESSES 

• Exceptionally skilled trades people 

• Excellent relationships with existing 

customers 

• • High-quality work and reliable service. 

• Second-hand tools of trade, may be 

• unreliable 

• Ageing workforce 

• • Limited familiarity with new 

technology. 

 

OPPORTUNITIES 

 

THREATS 

• Retirement of only other plumber in 

town 

• New industry development currently 

tendering to outsource trade services. 

• Purchase of retiring plumber’s 

business by somebody from out of 

town 

• Startup of another business in town 

• Difficulties in recruiting new staff due 

to skill shortages 

• Loss of an existing employee, 

• Leaving the business unable to cope 

with workload. 
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REMEMBER: Select a risk identification methodology appropriate to the type of risk and the 

nature of the activity 

 

A childcare centre in an inner city location is operating from a rented site. An accreditation 

requirement for the centre is to develop a strategic risk management plan. The business 

owner sets the following elements for which the risk analysis will be conducted and the 

methods to be used for risk identification. 

KEY ELEMENT METHOD 

Financial management External financial audit 

Staff management Staff interviews 

Competency testing 

Compliance Compliance mapping to map regulations, 

legislation and 

accreditation standards 

Health and safety OH&S audit 

Reputation Client satisfaction survey 

Environmental impact Structured interview with stakeholders 

Facility management Site inspection for assets and equipment 

Structured focus groups with stakeholders 

Operations – general running of the business SWOT analysis with staff 
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2.3 SCENARIOS THAT CAN CONSTITUTE A RISK 

 

The following are some examples of scenarios that can constitute a risk to an organisation.  

I. Thabo the one of the drivers of the organisation usually drives the bus in the 

absence of the bus driver. Thabo has a code 8 driver’s licence. Here there is a 

potential compliance risk. 

II.  Due to the strike by Pick-it-up, the company had to instruct its cleaners to go and 

dump all rubbish waste at a nearby river. Here there is an an environmental risk 

that can result in a compliance risk 

III. One of the general hands who maintains the company garden was not given 

personal protective equipment to use at work. Here there is a risk of injury, death 

and disablement.  

IV. Due to the absence of the top management next week, all payment authorisations 

shall be made by the company account. Here the risk of fraud is possible. 

 

 

LEARNING ACTIVITY 

 

Think of scenarios that occurred in your unit that can constitute a risk. 

 

 

 

2.4 RISK IDENTIFICATION TEMPLATE 

 

All risks that have been identified must be recorded in the risk identification template. The 

template must include; 

• Reference of the risk 

• Description of the risk 

• Source of risk 

• Possible impact. 

 
The next page shows a template for a risk identification template;  
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Risk identification template 
 

 
Reference Risk 

Source 
(How can the risk occur) 

Impact 
(What is the 

impact of 
the risk 

occurring) 

1  
 
 

  

2  
 
 

  

3  
 
 

  

4  
 
 

  

5  
 
 

  

6  
 
 

  

7  
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2.5 RISK ASSESSMENT 

 

During the risk identification step, a business may have identified many risks and it is 

often not possible to try to address all those identified. The risk analysis step will assist 

in determining which risks have a greater consequence or impact than others. This will 

assist in providing a better understanding of the possible impact of a risk, or the 

likelihood of it occurring, in order to make a decision about committing resources to 

control the risk. 

 

Risk analysis involves combining the possible consequences, or impact, of an event, 

with the likelihood of that event occurring. The result is a ‘level of risk’. That is: 

 

RISK = CONSEQUENCE X LIKELIHOOD 

 

 

2.5.1 ELEMENTS OF RISK ANALYSIS 

 

The elements of risk analysis are as follows: 

• Identify existing strategies and controls that act to minimise negative risk and 

enhance opportunities. 

• Determine the consequences of a negative impact or an opportunity (these may 

be positive or negative). 

• Determine the likelihood of a negative consequence or an opportunity. 

• Estimate the level of risk by combining consequence and likelihood. 

• Consider and identify any uncertainties in the estimates. 

 

1. Identify existing strategies and controls that act to minimise negative risk and enhance 

opportunities 

To provide a clear understanding of the possible impact of a risk, existing control 

measures should first be identified and then the risk analysed to determine the amount 

of ‘residual risk’. For example, the risk of theft from a business is reduced by the 

employment of a security camera. However, this has not eliminated the risk a residual 

risk remains. 

 

2. Determine the consequences of a negative impact or an opportunity (these may be 

positive or negative) 
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Consequences are the possible outcomes or impacts of an event. They can be positive 

or negative, and can be expressed in quantitative or qualitative terms and are 

considered in relation to the achievement of objectives. 

 

It is necessary to estimate the impact of a risk or opportunity on the identified objectives. 

For example, the consequence of failing to maintain a major piece of machinery may be 

major injury requiring hospitalisation, or possible death, of an employee. 

 

IMPACT ANALYSIS 

A business impact analysis (BIA) is a tool that is used in business to predict the 

consequences of disruption of a business function and process and gathers information 

needed to develop recovery strategies. The BIA should identify the operational and 

financial impacts resulting from the disruption of business functions and processes.  

 

Impacts to consider include: 

• Lost sales and income 

• Delayed sales or income 

• Increased expenses (e.g., overtime labour, outsourcing, expediting costs, etc.) 

• Regulatory fines 

• Contractual penalties or loss of contractual bonuses 

• Customer dissatisfaction or defection 

• Delay of new business plans 

NOTE:  A BIA questionnaire is used when conducting an impact analysis (see 

appendix). 

 

3. Determine the likelihood of a negative consequence or an opportunity 

Likelihood relates to how likely an event is to occur and its frequency. An example is the 

likelihood that a non-maintained piece of machinery will malfunction and result in major 

injury requiring hospitalisation, or possible death, of an employee. 

 

* Likelihood = probability x exposure 

 

Likelihood relates to the probability of a risk occurring combined with the exposure to the 

risk. This means that although the probability of a risk resulting in a negative outcome 

may be deemed rare, a higher frequency of exposure to that risk can increase the 

overall likelihood of a negative outcome. 
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For example, based upon experience, the probability that an experienced courier 

company will encounter an increased accident rate is low when delivering within regional 

areas. However, this probability increases considerably when exposed to heavier traffic, 

e.g. if the business decides to relocate to a larger city. 

 

 
4. Estimate the level of risk by combining consequence and likelihood 

As previously introduced, to determine the level of risk, risk analysis involves combining 

the consequence of a risk with the likelihood of the risk occurring: 

 

RISK = CONSEQUENCE X LIKELIHOOD* 

 

This is known as the ‘risk analysis equation’. 

 

Techniques for determining the value of consequence and likelihood include descriptors, 

word pictures, or mathematically determined values.  Most commonly, the overall level 

of risk is determined by combining the identified consequence level with the likelihood 

level in a matrix. 

 

 
 
5. Consider and identify any uncertainties in the estimates 

In all estimates of likelihood and consequence, uncertainties will exist. This is a common 

limitation of the risk management process. It is important therefore to consider and 

identify any uncertainty. It may not be necessary to act on that uncertainty, but be aware 

and monitor any increases in the risk level. 
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2.5.2 ANALYSIS TECHNIQUES 

 

The purpose of risk analysis is to provide information to business owners to make 

decisions regarding priorities, treatment options, or balancing costs and benefits. Just as 

decisions differ, the information needed to make these decisions will also differ.  

 

Not all businesses or even areas within a business will use the same risk analysis 

method. For example, a doctor’s clinic will have very different types of risk from a 

software developer. As such, the risk analysis tools need to reflect these risk types to 

ensure that the risk levels estimated are appropriate to the context of the business. 

 

Types of analysis 

Three categories or types of analysis can be used to determine level of risk: 

• qualitative 

• semi-quantitative 

• Quantitative. 

The most common type of risk analysis is the qualitative method. The type of analysis 

chosen will be based upon the area of risk being analysed. 

 

1. Qualitative risk analysis 

This form of risk analysis relies on subjective judgement of consequence and likelihood 

(i.e. what might happen in a worst case scenario). It produces a word picture of the size 

of the risk and is a viable option where there is no data available. Qualitative risk 

analysis is simple and easy to understand. Disadvantages include the fact that it is 

subjective and is based on intuition, which can lead to the forming of bias and can 

degrade the validity of the results. 

 

Methods for qualitative risk analysis include: 

• brainstorming 

• evaluation using multi-disciplinary groups 

• specialist and expert judgement 

• structured interviews and/or questionnaires 

• Word picture descriptors and risk categories. 
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2. Quantitative risk analysis 

 
It comes into play when we have the ability to map a Rand amount to a specific risk. For 

example, let’s say there are 1,000 records of confidential patient data at a medical 

center residing on a single database. This database is accessed directly by a web server 

which resides in a semi-trusted or DMZ environment. A compromise of the method in 

which the web server communicates with the database could result in the exposure of all 

1,000 records of patient data.  

 

Let us also say that during a Business Impact Analysis (BIA) it was determined that the 

replacement cost for each record is R30. This cost includes contacting the patient to 

inform them of the incident, changing the patients account numbers and printing new 

health cards.  

 

We can easily determine that the maximum quantitative loss associated with a full 

compromise of that system is R30, 000. Well, that wasn’t too bad was it? Unfortunately, 

there is much more to consider. But does quantitative risk have to always map to 

money? No! When you look at the 20 Critical Controls carefully, you note that 15 of the 

controls can be fully automated. Internally consistent repeatable numbers can be 

generated that can be used to create a dashboard or report to business unit managers.   
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2.6 RISK STRATEGIES 

Risk treatment is about considering options for treating risks that were not considered 

acceptable or tolerable. Risk treatment involves identifying options for treating or 

controlling risk, in order to either reduce or eliminate negative consequences, or to 

reduce the likelihood of an adverse occurrence. Risk treatment should also aim to 

enhance positive outcomes. It is often either not possible or cost-effective to implement 

all treatment strategies. A business owner should aim to choose, prioritise and 

implement the most appropriate combination of risk treatments. 

 

 

2.6.1 RISK ACCEPTANCE 

Low or tolerable risks may be accepted. ‘Acceptable’ means the business chooses to 

‘accept’ that the risk exists, either because the risk is at a low level and the cost of 

treating the risk will outweigh the benefit, or there is no reasonable treatment that can be 

implemented. This is also known as ALARP (as low as reasonably practicable). 

 

A risk may be accepted for the following reasons: 

• The cost of treatment far exceeds the benefit, so that acceptance is the only 

option (applies particularly to lower ranked risks) 

• The level of the risk is so low that specific treatment is not appropriate with 

available resources 

• The opportunities presented outweigh the threats to such a degree that the risk is 

justified 

• The risk is such that there is no treatment available, for example the risk that the 

business may suffer storm damage. 

 

scenario 

A newsagent identifies a risk of theft from her store. Existing controls include mirrors and 

the counter being close to the front of the shop. In analysing this risk she identifies that 

an additional way of reducing the residual risk is to install a security camera and/or 

security alarms, which will alert staff if an item has been stolen. The cost of these 

treatment strategies is over R5000. The owner expects that the annual value of the 

items that might be stolen would be less than R1000. So she decides to accept this risk. 

Discussion 

Although the newsagent has decided to accept this risk, she should continue to regularly 

monitor the loss from the store. The majority of items sold are relatively inexpensive; 
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however, should the store decide to stock larger items, or if the security of staff is 

compromised, or if the amount of loss increases above an acceptable level, or the cost 

of the treatment significantly reduces, the newsagent should reconsider the additional 

options for increasing security at the store. 

 

2.6.2 AVOID THE RISK 

One method of dealing with risk is to avoid the risk by not proceeding with the activity 

likely to generate the risk. Risk avoidance should only occur when control measures do 

not exist or do not reduce the risk to an acceptable level. Uncontrolled or inappropriate 

risk avoidance may lead to organisational risk avoidance, resulting in missed 

opportunities and an increase in the significance of other risks. 

 

 

SCENARIO- RISK AVOIDANCE 

 

A food retailer identifies that a particular item on the lunch menu contains an ingredient 

with a short shelf life. The retailer is concerned that the item may become unfit for 

consumption prior to sale. To avoid the risk of a food poisoning incident the item is 

removed from the menu. 

 

 

 

 

2.6.3 RISK REDUCTION 

 

This involves changing the likelihood and impact of a risk. 

 

a) Change the likelihood of the occurrence 

This option enhances the likelihood of beneficial outcomes and reduces the possibility of 

loss. 

 

SCENARIO 

A deli operator reduces the likelihood of a meat slicer blade injuring staff by ensuring 

that everyone has received early training on the use of the machine and that there are 

clear signs displayed demonstrating the correct techniques for its use and maintenance. 

b) Change the consequences 
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This will increase the size of gains and reduce the size of losses. This may include 

business continuity plans, and emergency and contingency plans. 

 

2.6.4 SHARE THE RISK 
 
Part or most of a risk may be transferred to another party so that they share 

responsibility. Mechanisms for risk transfer include contracts, insurance, partnerships 

and business alliances. It is important to note that risks can never be completely 

transferred, because there is always the possibility of failures that may impact on the 

business. Transfer of risk may reduce the risk to the original business without changing 

the overall level of risk. 

 

 

SCENARIO  

 

A personal trainer currently has the professional indemnity insurance required to be a 

registered fitness professional in NSW. However, he has recently completed a course in 

child and adolescent fitness. His insurer indicates that the current insurance policy would 

not cover injury to individuals under the age of 14. The personal trainer’s insurance 

broker identifies an indemnity provider who will support the new requirement and provide 

the trainer with professional indemnity for provision of child fitness programs. The trainer 

has now shared or transferred his risk to the new insurance company. 
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2.7 RISK REGISTER 

 

The purpose of a risk register is to record details of all risks that have been identified, 

together with their analysis and plans for how those risks are to be treated. The risk 

register is an important component of the overall risk management framework. It will 

include ALL risks - not just operational risks, and can be focused either on the enterprise 

as a whole, or on specific projects where it is used to maintain the register of project 

risks over the lifetime of the project. 

 

It is important to record when the risk item was identified and added to the register, 

when the entry was last updated, and for some items, when they were closed. However, 

closed items should be maintained for historical analysis purposes, perhaps being 

transferred to a separate 'closed risks' register table. 

 

Access to the risk register must be controlled to maintain its integrity and confidentiality. 

Some items recorded in the register may be very sensitive and thus not for wide 

publication. These confidential items can be 'flagged' by adding an extra field to the table 

record structure. The integrity of all item entries is also important, so you need a security 

policy for the register that defines who should be able to update the table and who can 

read it. 

 

Elements of the risk register 

 

It usually includes: 

 a unique identifier for each risk 

 a description of each risk and how it will affect the project 

 an assessment of the likelihood it will occur and the possible seriousness/impact 

if it does occur (low, medium, high) 

 a grading of each risk according to a risk assessment table. 

 who is responsible for managing the risk 

 An outline of proposed mitigation actions (preventative and contingency). 

 
NB: The next page shows a template of a risk register.  
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Risk register as at (date) 

 

NAME OF UNIT: 

Report for:  

AUTHOR:  

 

Rating for likelihood and seriousness for each risk 

L Rated as low E Rated as extreme (used for seriousness 
only) 

M Rated as medium NA Not assessed 

H Rated as high   

 

Grade: Combined effect of likelihood/seriousness 

 Seriousness 

Likelihood 

 low medium high EXTREME 

low E D C A 

medium D C B A 

high C B A A 

  

Recommended actions for grades of risk 

Grade Risk actions 

A Actions to reduce the likelihood and seriousness to be identified and implemented 
as soon as the project commences. 

B Actions to reduce the likelihood and seriousness to be identified and appropriate 
actions implemented during project execution. 

C Actions to reduce the likelihood and seriousness to be identified and costed for 
possible action if funds permit. 

D To be noted - no action is needed unless grading increases over time. 

E To be noted - no action is needed unless grading increases over time. 

 

Change to grade since last assessment 

NEW New risk  Grading decreased 

— No change to grade  Grading increased 
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Ref: Description of risk 

 

Likelihood 

 

Seriousness 

 

Grade 

 

Change Actions Responsible 
officer 

1 Inadequate funding to 
complete the project 

M M B NEW Re-scope project, 
focusing on time and 
resourcing 

Project Manager 

2 Lack of technical skills in staff H H A ↑ Develop training plan Consultant 
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LEARNING ACTIVITY 
 
For each of the scenarios below, identify in your Learning Journal which categories of risk are likely 

to be most significant and suggest appropriate strategies for dealing with them. 

Case 1 

A voluntary organisation providing accommodation and resettlement services for homeless people 

is proposing to extend its activities into another town where there is an established need. Local 

authority financial support has been offered verbally but no firm offer of funding has made in 

writing. Moreover, previous attempts by another organisation to do similar work met with resistance 

from a residents’ association. Staff in the organisation are keen to support the proposal, but the 

manager who would be responsible for the project is on long-term sick leave. 

Case 2 

A personnel manager set up a pilot project to test the practicalities of an anticipated change in the 

law involving the employment of people with disabilities. There were questions about whether the 

manager was wasting money and time by running the pilot because it seemed possible that the 

legislation would not proceed through Parliament without substantial changes being made that 

might change requirements placed on employers. 

 

 
  



 
 

DOC NO. AND REVISION DATE CREATED/REVISED RESPONSIBLE DEPARTMENT DOCUMENT NAME PAGES 

ATI_DOC April 2019 Training US 252025 
Learner Guide 

Page 46 of 83 

 

SECTION 3:  DEVELOPING CONTINGENCY PLANS 

 
 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

  

Specific Outcome  
 
On completion of this section you will be able to develop 

contingency plans for managing risk.  

Assessment Criteria  
 

On completion of this section you will be able to: 

 

 Contingency plans are developed and documented in 

accordance with the entity's policies and procedures.  (SO 3, 

AC 1) 

 Contingency plans are communicated to relevant 

stakeholders in accordance with the entity's risk 

management procedures.  (SO 3, AC 2) 

 Contingency plans are distributed and stored in accordance 

with the entity's risk management procedures.  (SO 3, AC 3) 
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3.1 INTRODUCTION  

 

Although uncertainty-based risks are difficult, if not impossible, to predict, there are ways in which 

businesses can prepare for a significant adverse outcome. This is known as risk recovery. 

 

Businesses should consider adopting a structured approach to planning for recovery. 

This planning may take many forms, including the following: 

 

• Crisis or emergency management planning 

The business anticipates what might occur in a crisis or emergency, such as a fire or another 

physical threat, and then plans to manage this in the short term. This will include listing emergency 

contact details and training staff in evacuation and emergency response procedures. 

 

• Business continuity planning 

The business moves beyond the initial response of a crisis or emergency and plans for recovery of 

business processes with minimal disruption. This might, for example, include ensuring that there is 

sufficient documentation of processes if a key staff member is unavailable to return to work and 

another staff member is required to fulfil that role, identifying options for alternative premises if the 

existing premises are damaged, or documenting alternate suppliers for key supply material if a key 

supplier does not fulfil their contract. 

 

• Contingency planning 

 

Contingency planning can be a combination of the above. 

 

A contingency planning tool can help to identify what should be done to minimise the impact of a 

negative consequence on key business processes arising from an uncertainty-based risk. This 

would include the initial response (crisis management) and the delayed response (business 

continuity). 
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3.2 DEVELOPING CONTINGENCY PLANS 

 

A contingency is anything that occurs outside the range of normal operations that may adversely 

affect an organization’s ability to operate. Simply stated, contingency planning is about being 

prepared and is an integral part of regular operations planning. A contingency plan is a blueprint for 

how to deal with unusual events. Regardless of size, all organizations need contingency plans. 

 

3.2.1 PURPOSE 

The purpose of a contingency plan is to allow an organization to return to its daily operations as 

quickly as possible after an unforeseen event. The contingency plan protects resources, minimizes 

customer inconvenience and identifies key staff, assigning specific responsibilities in the context of 

the recovery. For example, human resources may develop employee evacuation plans; support 

employee benefits programs, such as health care or worker’s compensation; or hire temporary 

workers as needed. Contingency plans are both organization-wide and department-specific. For 

example, information services departments typically have a disaster recovery plan to protect, 

restore and use company data, including computer hardware, software and instructional manuals. 

 

3.2.3 PLAN DEVELOPMENT AND IMPLEMENTATION 

 
The process of developing an effective contingency plan can be broken down into six key stages: 

 Identify your needs. 

 Impact assessment. 

 Select suitable measures and controls. 

 Develop recovery strategies. 

 Build the plan. 

 Test, train and maintain. 

1. Identify your needs 

Every organization is different. This might sound obvious, but a common failing when developing a 

disaster management strategy is to look for a one-size-fits-all solution. Starting out with a clear 

examination of the specific requirements of your organization helps to make sure the plan you 

develop is the one you actually need. 

It can help clarify your thinking to create a contingency planning policy statement as part of your 

analysis. The statement should briefly set out the following information in as clear a manner as 

possible: 

 The overall contingency objectives. For example, under what circumstances should the 

contingency plan be invoked?  
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 The individuals/roles and teams responsible for the development, maintenance and 

implementation of the plan. 

 The scope of the plan. For example, what platforms, departments and organizational 

functions will be subject to the plan? 

 The review process that will apply to the plan. 

 The requirements for the procurement of resources, training and testing. 

 Maintenance arrangements. This covers how the plan will be kept up to date with 

organizational and technological change. 

 Backup schedules and storage arrangements 

Once these objectives have been defined, it's important to ensure that the various departments of 

the organization who may be impacted by the plan are brought on board. This may include the IT 

and HR departments, those responsible for physical security and emergency readiness, and the 

decision makers responsible for these areas. This shouldn't be regarded as a comprehensive list; 

the circumstances of a particular organization must be individually assessed. 

 

2. Impact assessment 

Before a meaningful plan can be developed, it's necessary to know precisely what is at stake. In 

short, unless an organization has a clear understanding of the relative value of its assets, there is a 

serious risk of targeting resources inappropriately, and of providing inadequate protection where it 

is most required. An impact assessment can help minimize this risk, by establishing a clear 

hierarchy of the priorities the contingency plan will address. 

 

The basic approach to impact assessment is first, to identify the organization's essential IT 

resources; second, to identify the likely impact of disruptions to these resources, with particular 

emphasis on defining acceptable down times; and third, to establish a hierarchy of recovery 

priorities. 

Resource identification involves analyzing the various IT resources to establish which elements of 

the infrastructure perform which critical functions. When resources have been accurately correlated 

with their functions, it will become clear which elements of the infrastructure are critical, and which 

are less so. 

 

Disruption impact analysis takes the data gathered in the previous step and evaluates the impact 

of disruption to the critical resources, both over time and across related dependent systems. From 

this analysis the planning architect can identify the point at which the cost of disruption becomes 

greater than the cost of preventative measures. This assists greatly in determining for how long the 
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organization can afford to accept system downtime, as well as helping to assign appropriate 

financial resources to implementing the plan. 

 

Recovery priorities will usually be self-evident if accurate data has been gathered and collated in 

the first two steps. The planning architect will assign relatively greater resources to the recovery of 

more critical components within the overall framework. 

 

Select measures and controls 

The impact assessment stage will help to identify areas where disruption can be significantly 

reduced by implementing preventative measures. Although in principle prevention is always better 

than cure, whether this is true in any specific case will come down to a cost assessment. 

For example, if the financial cost to the business of system downtime is greater than that of 

generators to virtually eliminate the risk of this, the generators are a sound investment. However in 

many cases the reduced financial outlay required to ensure rapid restoration will be more than 

adequate. Many such decisions will need to be made by the planning architect during the 

development of the plan. 

A wide variety of preventative controls, at various levels of expense, are worth considering. These 

will typically include, but are by no means limited to, things like UPS devices, generators, fire 

detection and suppression systems, water sensors and off-site storage arrangements for backup 

media. 

 

3. Recovery strategies 

Recovery strategies enable operations to be rapidly normalized in the event of disruption. 

Strategies should be based on the data gathered in the impact assessment, in order to ensure that 

they are appropriate to the organization's core requirements. They should also take into account 

the full range of possible incidents and disruptions. Among the specific strategies that should be 

considered are: 

 Backup strategy. This will specify the frequency and type of backups, the data sets to be 

backed up, file naming policy, backup storage locations, procedures for transport to off-site 

locations, etc. It will also specify the type or types of backup media and the frequency of 

rotation and renewal, based on the volume of data, and its integrity and availability 

requirements. 

 Alternate sites. In extreme circumstances it may be desirable or necessary to transfer 

operations in whole or in part to an alternate location. The contingency plan should identify 

such locations, which must be capable of supporting the operations they may be required to 
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accommodate. The plan should also specify the circumstances under which relocation is to 

be undertaken, and address the logistical considerations of such a move. 

 Equipment renewal. In the event of major damage or theft, it may be necessary to replace 

items of IT infrastructure at short notice. If the planning architect considers it necessary, the 

contingency plan should specify emergency arrangements for the procurement, delivery 

and commissioning of replacement hardware. This may involve arrangements with 

suppliers to supply equipment at short notice, the advance purchase and off-site storage of 

critical items of equipment, and plans for the contingency use of suitable equipment already 

owned by the organization. 

 Roles and responsibilities. The plan should specify teams and individuals and the areas 

for which they are responsible in an emergency situation. The people involved must 

understand their roles and the expectations that these roles place upon them, and they 

must be fully prepared to implement their responsibilities at short notice when required. 

 Emergency procedures: The plan must include the emergency procedures that must be 

implemented in the case of an incident. For example,  

 Evacuation procedures in the case of fires. 

 First aid procedures for injuries. 

4. Build the plan 

The plan development phase involves pulling together all the information gathered in the previous 

steps into clear and precise outlines of the actions to be taken under various emergency 

conditions. The plan should be laid out in a simple and straightforward manner, to assist people to 

locate relevant information quickly and easily. An emergency is not the time for individuals to have 

to wade through thousands of words trying to find the bits that matter to them. The plan should also 

be simple to execute under emergency conditions. 

 

A useful approach to laying out the plan is to structure it according to the various emergency 

circumstances that have been envisaged. Within these sections, step by step work flows, and 

checklists targeted at individuals or teams help make it easy for people to know what they are 

supposed to be doing. 

 

It is typical to specify three phases of response for each identified emergency situation. The first of 

these is the activation phase, and consists of the procedures for communicating the existence of 

the emergency, assessing the damage and activating the plan. The second phase is the recovery 

phase, during which the recovery procedures are initiated and carried out. This is followed by the 

reconstitution phase when the original infrastructure is restored and tested, and the emergency 

procedures wound up. 
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5. Test, train and maintain 

 Testing, training and maintenance are essential follow-up activities that must be carried out after 

the completion of the plan. It is vital that the plan is thoroughly tested in all its aspects. An untested 

plan is worthless, as there is a high probability of it failing under the pressure of an actual 

emergency. For this reason, planning standards generally recommend a structured and 

comprehensive testing schedule covering at least the following areas: 

 

NB: See the appendix for a template of a contingency plan 
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3.3 COMMUNICATING CONTINGENCY PLANS 

 
Once contingency plans have been developed, they must be communicated to all stakeholders in 

an organisation. These stakeholders can include; 

 Management 

 Workers 

 Suppliers 

 Customers 

 Consultants 

 Emergency services 

 

Communication is the giving, receiving or exchange of information, opinions or ideas by writing, 

speech or visual means so that the material communicated is completely understood. The process 

of communication is best viewed as a succession of stages, namely: 

 

Stage 1 The sender decides what information is going to be transmitted. 

Stage 2 
The sender encodes this information.  Puts the information into words (pictures or 

gestures) 

Stage 3 The sender transmits the message to the receiver/s via a medium and a channel. 

Stage 4 The receiver takes in the message, by reading, listening or watching. 

Stage 5 The receiver decodes (interprets) the message. 

Stage 6 The receiver expresses and initial reaction to the message (feedback) 

Stage 7 

The receiver makes a considered response to the message, e.g. asks a question or 

writes a letter of reply.   

The stage starts the entire process again although it is considered part of the initial 

process, because it is a response.  The roles of the receiver and sender 

interchange. 

 

Communication to all stakeholders can be done through; 

 Written communication 

 Oral/verbal communication 

 Electronic communication 
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1. WRITTEN COMMUNICATION 
Written communication has great significance in today’s business world. It is an innovative activity 

of the mind. Effective writing involves careful choice of words, their organisation in correct order in 

sentences formation as well as cohesive composition of sentences. Examples include, posters, 

letters, memorandum and brochures. 

 

 

2. VERBAL/ORAL COMMUNICATION 

Oral communication implies communication through mouth. It includes individuals conversing with 

each other, be it direct conversation or telephonic conversation. Speeches, presentations, 

discussions are all forms of oral communication. Oral communication is generally recommended 

when the communication matter is of temporary kind or where a direct interaction is required. Face 

to face communication (meetings, lectures, conferences, interviews, etc.) is significant so as to 

build a rapport and trust.  

 

3. ELECTRONIC COMMUNICATION 

Electronic communication is the type of communication which is done using computers. Examples 

of electronic communication include emails, eBooks, extranet, instant messaging, Skype, text chat, 

web conferencing, bookmarking, and computer screen messages 

 

 
LEARNING ACTIVITY 
 
Explain the importance of communicating the contingency plan to the stakeholders. 
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3.4 STORAGE OF CONTIGENCY PLANS 

 

A proper filing system must be created and maintained inorder to store contingency plan. Filing 

means keeping documents in a safe place and being able to find them easily and quickly. 

Documents that are cared for will not easily tear, get lost or dirty. 

 

3.4.1 ELEMENTS OF A FILING SYSTEM 

 

1. Filing Categories 

To make a filing system more useful, we can group files into CATEGORIES. A category is a 

group/collection of things that belong together. eg. Contingency plan- financial risks; contingency 

plans- operational risks all belong to the contingency plans. 

 

2. Filing key 

Once you have decided on your categories, you will have to draw up a filing index so that everyone 

can understand the system you used and find the information they want. This index is called a filing 

key. Write up a filing key by listing all the categories and sub-categories in the order they are filed 

in. Make sure it is laid out so that everyone can understand it. Put it on the filing cabinet and also 

put a key for each drawer on the front of the drawers. Give everyone a copy of the whole filing key. 

Make sure that everyone who does filing understands the key and uses it for filing. 

 

3. Creating filing Rules 

There are two basic rules underlying filing: 

ALPHABETICAL FILING - filing according to the letter of the alphabet 

DATE FILING - most recent files on top 

These rules are basic because they apply to all filing systems. When we file by name, subject and 

area we should always file alphabetically and by date. 

Alphabetical filing rules 

 

4. Access 

Contingency plan must be classified as confidential records. As a result they must be stored in 

locked cabinets. If they are soft copies, they must not be available in the public domain. 
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3.4.2 DISTRIBUTING FILES 

When people take contingency plans files out of the filing system, or they take documents out of a 

file, we must ensure that they don't lose them or forget to bring them back. People must never take 

the original files out, they should only take out the duplicates of the file. To keep track of files we 

need a record of all the files or document that people borrow. 

To do this we can use: 

A file-out book - a file-out book is simply a book in which we write 

 Who borrowed the file or document 

 Name of the file or document 

 When they borrowed it 

 When they returned it 

Example: 

NAME FILE DOCUMENT DATE TAKEN OUT  DATE 

RETURNED 

Ms Modise  
Fire- contingency 

file  
10-02-2013  12-02-2001 

Mr Ngwenya 
Evacuation 

procedures 
23-01-2012   

The person responsible for maintaining the system can us the file-out book to check who has 

which files and remind them to return it. 

A file-out card - file-out cards are used in a filing cabinet. They are the same size as the files and 

are put in the place of the file, which has been borrowed. 

On the file-out card we write the same information as in the book, i.e. 

 Who borrowed the file or document 

 Name of the file or document 

 When they borrowed it 

 When they returned it 
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OUT NAME FILE DATE TAKEN OUT 
DATE 

RETURNED 

  

 

 

NOTES 

 

Maintaining the filing system 

One of the most important reasons why we file is to keep document safe. It is therefore very 

important to make sure that all papers and files are kept in good condition. Here are some ways 

that we can do this: 

 Keep documents that are waiting to be filed in trays, do not leave them lying about on 

desks or shelves. 

 File documents away at least once a day, or if your organisation is very small you can do it 

once a week. 

 Do not put too much in files or folders 

 Put new covers on old files which get a lot of use and have become worn or torn. 

 Box files and lever arch files can hold more than simple folders. 

 Never allow filing drawers or shelves to become too full. Acquire new filing cabinets when 

necessary. 

Good housekeeping and safety 

At the end of every day you should: 

 File all the documents you can 

 Put away those you cannot file in filing trays 

 Lock up all confidential documents 

 Place all waste paper in rubbish bins 

 Leave desks tidy 
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SECTION 4:  TESTING AND REVISING 

CONTINGENCY PLANS 

 
 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

  

Specific Outcome  
 
On completion of this section you will be able to test and revise 

contingency plans.  

Assessment Criteria  
 

On completion of this section you will be able to: 

 

 Contingency plans are tested in accordance with the entity's 

risk management procedures.   (SO 4, AC 1) 

 Recommendations on improvements to the contingency 

plans are documented in relation to the findings of the 

testing.  (SO 4, AC 2) 

 Contingency plans are revised to incorporate 

recommendations from the testing in accordance with the 

entity's policies and procedures.  (SO 4, AC 3) 
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4.1 INTRODUCTION 

 

An untested plan is worthless, as there is a high probability of it failing under the pressure of an 

actual emergency. Testing verifies the effectiveness of your plan, trains plan participants on what 

to do in a real scenario and identifies areas where the plan needs to be strengthened. 

 

4.2 TESTING CONTINGENCY PLANS 

Testing the plan identifies gaps and omissions. The following areas should be addressed in 

contingency testing:  

• System recovery on an alternate platform from backup media  

• Coordination among recovery teams  

• Internal and external connectivity  

• System performance using alternate equipment  

• Restoration of normal operations • Notification procedures  

 

The test plan should include a schedule detailing the timeframes for each test and test participants. 

The test plan should also delineate clear scope, scenario, and logistics. The scenario chosen may 

be a worst-case incident or an incident most likely to occur. It should mimic reality as closely as 

possible.  

 

There are two basic formats for exercises:  

I. Classroom Exercises. Participants in classroom exercises, often called tabletop, walk 

through the procedures without any actual recovery operations occurring. Classroom 

exercises are the most basic and least costly of the two types of exercises and should be 

conducted before performing a functional exercise.  

II. Functional Exercises. Functional exercises are more extensive than tabletops, requiring 

the event to be a simulation. Often, scripts are written out for role players pretending to be 

external organization contacts, or there may be actual interagency and vendor participation. 

A functional exercise might include actual relocation to the alternate site or system cutover.  

 

It is important that an exercise never disrupt normal operations. Test results and lessons learned 

should be documented and reviewed by test participants and other personnel as appropriate. 

Information collected during the test and post-test reviews that improve plan effectiveness should 

be incorporated into the contingency plan. Testing should be performed, as a minimum, on an 

annual basis. 
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4.2.1 KEY POINTS TO REMEMBER 

1. Develop a step by step testing approach, using the enclosed flowchart and procedures. 

Your testing method should include: 

 Sequential phased steps 

 Outcomes clearly stated 

 Auditing, review and reporting procedures and tasks 

2. Develop a test framework – standardize across Your Business so it can be used to test ALL 

business contingency plans. Make sure your testing framework includes: 

 Elements, what we will be collecting information on 

 Structure, how will the testing template look 

Objective is to validate the business contingency plan’s capabilities 

3. The action steps and sequence will be unique for each test plan 

4. Develop and document the test plans 

5. Establish test teams and make sure that  attention is given to what testing resources will be 

required 

6. Develop a test program for the testing of all business contingency plans 

7. Develop a testing schedule for the testing program 

8. Their will be a test plan for each critical business process that has a risk ranking of high and 

significant 

9. Training of test administrators and the contingency operations team will be required 

10. Training may also be required for the recovery team 

11. The actual test plans should embrace the following: 

 Objectives of the test plan 

 Very readable and user friendly format 

 Procedures to carry out the plan 

 Communication strategies 

 Responsibilities clearly spelt out 

 Reporting and auditing procedures 

 

 
NB: Find attached the template for testing contingency plans (appendices) 
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FLOWCHART OF STEPS FOR TESTING OF BUSINESS CONTINGENCY PLANS  

 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 
 
  

Decide on type of testing 
 

Secure resources for testing 
 

Rehearsal 
required? 

Test date, time and location decided 

Rehearsal briefing and 
training of test participants 

Execute test plan 

Document test results 
 

Evaluate test results 
 

ID BCP to test 

Decision to test 

Brief and train test participants 

Retest BCP? 

Update BCP 

Test signoff 
 

Yes 

No 

No 
 

Yes 

Develop new test 
plan 



 
 

DOC NO. AND REVISION DATE CREATED/REVISED RESPONSIBLE DEPARTMENT DOCUMENT NAME PAGES 

ATI_DOC April 2019 Training US 252025 
Learner Guide 

Page 62 of 83 

 

4.2.2 STEPS IN DEVELOPING TEST PLANS FOR CONTINGENCY PLANS 
 

 
1. Establish a quality assurance process 
 
2. Identify the business contingency plan you will be testing 
 
3. Schedule a date and time for test 
 
4. Decide on what type of test to employ – see table below for testing possibilities 
 
5. Will there be a test rehearsal? 
 
6. Decide on and secure the resources for testing such as a room, staff etc.  
 
7. Document the test plan – use the test plan framework/template 
 
8. Brief, train and rehearse the role of the testing administrators 
 
9. Execute the test plan 
 
10. Document the test results 
 
11. Evaluate test plan results 
 
12. Resolve issues identified in testing 
 
13. Update the business contingency plan if necessary 
 
14. Decide whether to retest the updated business contingency plan 
 
15. Update the business contingency plan from lessons learned 
 
16. Test plan signoff 
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4.3 RECOMMENDATIONS ON IMPROVEMENTS TO CONTINGENCY PLANS 

 
Once the contingency plans have been tested and findings made; the team must make 

recommendations on how to improve then must be tabled. Each recommendation made by 

participates must include the following; 

• Actions required—What actions do you need to take to make the recommendations occur?  

• Roles and responsibilities—Who should be involved in this process?  

• What are the responsibilities of each person on the Implementation Team?  

• Resource needs—What will the Team need (man-hours, budget, etc.)?  

• Testing—How will the proposed process be tested?  

• Training—What training will the process stakeholders need to do their job? What will the users 

of the process need to understand to allow them to adhere to the changes the Team is 

implementing?  

• Timeframes—When should the Team be done? What milestones are there along the way? 

 
The best way to get effective recommendations is to have brainstorming sessions. Brainstorming 

principles must be used when a team is proposing recommendations to findings. These include; 

 

Rule 1: Postpone and withhold your judgment of ideas 

• Do not pass judgment on ideas until the completion of the brainstorming session. Do not 

suggest that an idea won't work or that it has negative side-effects. All ideas are potentially 

good so don't judge them until afterwards. At this stage, avoid discussing the ideas at all, as 

this will inevitably involve either criticizing or complimenting them. 

• Ideas should be put forward both as solutions and also as a basis to spark off solutions. Even 

seemingly foolish ideas can spark off better ones. Therefore do not judge the ideas until after 

the brainstorming process. Note down all ideas. There is no such thing as a bad idea. 

• The evaluation of ideas takes up valuable brain power which should be devoted to the 

creation of ideas. Maximize your brainstorming session by only spending time generating new 

ideas. 

Rule 2: Encourage wild and exaggerated ideas 

• It's much easier to tame a wild idea than it is to think of an immediately valid one in the first 

place. The 'wilder' the idea the better. Shout out bizarre and unworkable ideas to see what 

they spark off. 

• No idea is too ridiculous. State any outlandish ideas. Exaggerate ideas to the extreme. 
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Rule 3: Quantity counts at this stage, not quality 

• Go for quantity of ideas at this point; narrow down the list later. All activities should be geared 

towards extracting as many ideas as possible in a given period. 

• The more creative ideas a person or a group has to choose from, the better. If the number of 

ideas at the end of the session is very large, there is a greater chance of finding a really good 

idea. 

• Keep each idea short, do not describe it in detail - just capture its essence. Brief clarifications 

can be requested. Think fast, reflect later.  

Rule 4: Build on the ideas put forward by others 

• Build and expand on the ideas of others. Try and add extra thoughts to each idea. Use other 

people's ideas as inspiration for your own. Creative people are also good listeners. Combine 

several of the suggested ideas to explore new possibilities. 

• It's just as valuable to be able to adapt and improve other people's ideas as it is to generate 

the initial idea that sets off new trains of thought. 

Rule 5: Every person and every idea has equal worth 

• Every person has a valid viewpoint and a unique perspective on the situation and solution. We 

want to know yours. In a brainstorming session you can always put forward ideas purely to 

spark off other people and not just as a final solution. Please participate, even if you need to 

write your ideas on a piece of paper and hand it out. Encourage participation from everyone. 

• Each idea presented belongs to the group, not to the person who said it. It is the group's 

responsibility and an indication of its ability to brainstorm if all participants feel able to 

contribute freely and confidently. 

 

 

NOTE 

 

The various recommendations gained from the brainstorming sessions must be evaluated inorder to 

select the best recommendation. Tools like solution analysis can be used at this stage. 
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4.4 REVISING CONTINGENCY PLANS 

 

Once an agreement has been reached in terms of recommendations, the contingency plans must be 

revised to effect the changes proposed. The organisation’s Document change control policy must be 

followed. Document Change Control is the process of handling proposed alterations to documents 

that have been previously designated as final. This means that an item only becomes subject to 

change control once it has been signed-off, stored in a baseline and placed under configuration 

control. The aim of change control is to ensure that if a signed-off item is changed then 

• all stakeholders have an opportunity to participate in the control of any subsequent 

changes 

• all recipients are made aware of any changes that occur 

• There is an audit trail which connects a change to a configuration item to the reason 

for its change, and which records the participation and authorisation of those people 

concerned with the change. 

 

To avoid skipping necessary changes, a checklist can be used when effecting recommended 

changes to the contingency plans. Below is an example of a review checklist. 

 

CHECKLIST 

PLAN HOLDER:                                                                     NAME  

FACILITY COVERED:                                                           FACILITY  

PLAN REVIEWER'S NAME:                                                  YOUR NAME  

BEGINNING DATE OF PLAN REVIEW:                                DATE 

 

Recommendation Section to be changed Changes made (YES/NO) 
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NOTE: The original author of the contingency plan should double-check that the change has been 

applied consistently and correctly to all relevant documents, but where beneficial a separate 

individual (known as the Reviewer) should also check the new version of the document. 

 
 

 
 
LEARNING ACTIVITY 
 
You are required to test and revise any contingency plan for your organisation.  
 
 

  

 

APPLICABLE RULES DURING REVIEW 
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APPENDICES 
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BUSINESS IMPACT ANALYSIS (BIA) QUESTIONNAIRE 

 
 
 
Please provide the following contact information to allow us to clarify your answers if required.  
 

Business Unit / Department: 
 

 

Business Function: 
  

Responder Name: 
 

 

Title: 
  

Address: 
 

 

Date: Phone: 

 
Completed questionnaires should be e-mailed to: firstname_lastname@company.com 
       

Completed questionnaires must be returned by <month> <date>, <year>. 

 
 
Business Function Overview 
 
1.  Using the following chart, please provide a high-level overview of your business function and the supporting 

business processes which your area or department provides. Provide a brief description of each business 
process and classify each business process as: 

   
Critical/Vital – There is a high cost associated with the loss of this business process.  This process must 
be recovered within a short period of time. 

 
Important/Necessary – There is a medium to little cost associated with its loss.  It has medium visibility 
and will result in some loss of goodwill.  This process must be recovered for a long outage.  Recovery 
does not need to be immediate. 

 
Needed/Required – There is no stated cost associated with the loss of this process.  It is low visibility 
and can wait for recovery until a return to ‘business as usual’. 

 

Business 
Function Name 

Description 

  

Business Process Description Classification 

   

   

   

   
 
 

Business 
Function Name 

Description 
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Business Process Description Classification 

   

   

   

   
 
 

Business 
Function Name 

Description 

  

Business Process Description Classification 

   

   

   

   
 
 

Business 
Function Name 

Description 

  

Business Process Description Classification 

   

   

   

   
 
  
2.  Identify the most inappropriate time to lose this business process. This could be a particular day of the week, 

month, year or specific point in the business process cycle. 
 

Business Process Time of Greatest Risk Explanation 

   

   

   

   

   
 
 

3 (a).  Using the following labels, indicate the relative impact of the loss of this business process for each of the 
time slots below.  Assume the outage is continuous and occurs during a time of peak business activity. This 
information will be used to determine the critical point for each process. 
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C - CATASTROPHIC - Out of Business. 

  

S - SIGNIFICANT - Major impact on the long-term financial status or company public image of the 

function. 
 

M - MODERATE - Major impact on the short term financial status of the business functions or 

company public image.  
 

Min - MINOR - Can be contained within budget with no impact on the financial status of the business 

function or may be contained with little or no effect on company public image. 
 

Business Process Day 1 Day 2 Day 3 Day 4 
Day 5 

(Week 1) 
Week 2 

Week 3 
(etc.) 

        

        

        

        

        
 
 
3 (b). Now identify the critical impact (the time after which a business process begins to suffer severe impact, 
causing considerable damage to the overall enterprise). Express time in either hours or days. 
 

Business Process Critical Point Explanation 

   

   

   

   

   
 
 
4.  For each business process, please indicate the upstream and downstream dependencies that would be 

impacted by the loss of this process. 
 

Upstream dependency is one on which you rely upon to complete your business process.  
 

Downstream dependency is one that relies on your process’ input to complete that particular process. 

 

Business Process 
Upstream 

Dependencies 
Downstream 

Dependencies 
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Financial Impacts 
 
1.  Please indicate the loss to the department in the event of a disaster, which results in the loss of each 

business process.  Use the table below to estimate the loss. 
 

Lost Revenue: 
Would the loss of this business process result in lost revenue due to missed 
collections/interest or additional fees?  If so, please indicate potential financial 
loss. 

Penalties: 
Would the loss of this business process result in fines, penalties, or legal fees due 
to regulatory requirements (Federal, State, Local, etc.), or to a change in the 
credit rating?  If so, please indicate impact. 

One time expense  
Would the loss of this business process result in any one-time expense(s)?  If so, 
please indicate the amount and time period in which it would be incurred. 
Example: equipment, a service provider, or materials. 

Maintaining 
Service 

Is there a cost associated with maintaining service to your internal and external 
customers without this business function?  Please specify. 

Recovery of lost 
transactions 

Is there a cost associated with recreation of transactions not available on the 
backup media?  The event occurred some time after the last backup was stored 
off site.  This could be overtime or a contracted third party. 

Backlog Business 
Functioning 

Would overtime or additional staff be required for the business process to address 
the backlog once the business process is restored? 

 
Please estimate the loss/cost for each time period.   

 

Business Process: Day 1 Day 2 Day 3 Day 4 
Day 5 

(Week 1) 
Week 2 

Week 3 
(etc.) 

Lost revenue        

Penalties        

One time expense        

Maintaining service        

Recovery of lost 
transactions 

       

Backlog processing         

 
Explanation:  
 
____________________________________________________________________________________ 
 
____________________________________________________________________________________ 
 
 

Business Process: Day 1 Day 2 Day 3 Day 4 
Day 5 

(Week 1) 
Week 2 

Week 3 
(etc.) 

Lost revenue        

Penalties        

One time expense        

Maintaining service        

Recovery of lost 
transactions 
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Business Process: Day 1 Day 2 Day 3 Day 4 
Day 5 

(Week 1) 
Week 2 

Week 3 
(etc.) 

Backlog processing         

 
Explanation:  
 
____________________________________________________________________________________ 
 
____________________________________________________________________________________ 
 
 

Business Process: Day 1 Day 2 Day 3 Day 4 
Day 5 

(Week 1) 
Week 2 

Week 3 
(etc.) 

Lost revenue        

Penalties        

One time expense        

Maintaining service        

Recovery of lost 
transactions 

       

Backlog processing         

 
Explanation:  
 
____________________________________________________________________________________ 
 
____________________________________________________________________________________ 
 
 

Non - Financial Impacts 
 
1.  Please rate, in your opinion, the impact on the <Company> resulting from the loss of your business function.  

Please provide your rating between 1 and 10 where: 
 

1 
Little or No 

Impact 

3 
Minimum 
Impact 

5 
Medium 
Impact 

7 
Considerable 

Impact 

10 
Major or 

Severe Impact 

 

Relative Impact Rank Explanation 

Legal Ramifications or 
Contractual Agreements 

  

Quality of Service to Clients   

Loss of Market Share   

Fines, Penalties, Litigation   

Regulatory Compliance   
Negative Impact on 

Personnel 
  

Impact Productivity of the 
Department 

  

Impact Employee Morale   
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Stakeholder Impact   

Other   
 
 
2. Please identify below any recent outages (within the last year) or loss of services you have experienced and 

the perceived impact on your Business Function. 
 
____________________________________________________________________________________ 
 
____________________________________________________________________________________ 

 
 

3.  Are there any other factors that should be considered when evaluating the impact of the loss of this 
Business Function? 

 
____________________________________________________________________________________ 
____________________________________________________________________________________ 
 
 

Manual Procedures / Business Recovery 
 
 

 Does your business function have documented manual procedures that could be used as ‘workarounds’ in 
the event IT services are interrupted? If the answer is yes, please answer the next two questions and 
provide the location of these procedures. Example: W:\policies and procedures 

 

NO   

YES 
a) When were the manual procedures last tested or used? 

b) Are they stored off-site? 

Date: 

Yes / No 

 
 If no manual procedures exist for your business function, would it be feasible or practical to develop them? 

If yes, estimate the number of workdays it would take to develop them. 
 
  Workdays Required:  ______ 
 
 Does your business function currently have a Business Recovery Plan? If the answer is yes, please answer 

the next two questions and provide a copy of this plan. 
 
  

NO   

YES 
a) When was the plan last tested or used? 

b) Is the plan stored off-site? 

Date: 

Yes / No 

 
    

Work Area Requirements 
 
  

1. This section describes the support requirements (space, furniture, office equipment, etc.) for this 
department in the event of an interruption in normal business operations (loss of facility, loss of IT 
processing etc.). Please identify the current staffing levels:  

 
Current Staffing Level for the business function:  _______ 
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2. Please specify the minimum number of employees required (critical personnel) to keep the business 
function operational to the point that the impact on <Company> is minimal during a prolonged outage. Each 
employee specified is assumed to require a desk, computer desktop and phone. List additional employee 
requirements (hardware / software) in the second table below. 

 

 < 6 hrs < 12 hrs < 18 hrs < 24 hrs < 48 hrs < 72 hrs > 72 hrs 

Minimum 
Employees 

       

Maximum 
Employees 

       

Additional 
Requirements 

       

 

3. In addition to employee requirements, there may also be unique work area business function resources 
required at time of disaster. Please list requirements below: 

 

Resource Required At What Point (in hours) is the Resource Required 

 <6 <12 <18 <24 <48 <72 >72 

        

        

        

        

        
 
 
Note: Sample business requirements include specialized equipment; cheque stock, financial reports, bank 
statements, contact numbers and marketing reports, etc. 
 
 

Application Systems 
 
1. Each business process is comprised of one or more applications. Please provide the information requested 

in the table below identifying applications as they relate to each of the business processes previously 
identified and assign their priority as it pertains to the continued operation of the business function.  

 

Priority 

Include the priority of the application.  Priorities in descending order are: 
Critical/Vital – Must be recovered within the predetermined critical timeframe as outlined. 
Important/Necessary - Recovered as equipment and resources become available. 
Needed/Required – Recovered on a return to business as usual (BAU) after 6 weeks. 

Critical Point (RPO) 

Provide the number of days or hours that the data can be recreated following the loss of 
the application.  The data can be re-entered based on source documents, or information 
from other sources.  The RPO dictates the backup strategy.  The RPO can vary from a 
business day to a month.  
Recovery Point Objective – the point in time to which data stored on the technology 
systems is critical i.e. a 24 hr RPO, would indicate, that the data restored from backup will 
be 24 hrs old and the business function can manually recover the missing data. 
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Critical Time (RTO) 

Provide the number of days or hours the business function can continue to function in an 
emergency mode without access to this application. 
Recovery Time Objective – the overall time frame within which the business function or 
application system must be put back into operation i.e. a 24 hr RTO, would indicate that 
the business function could operate using manual processes for the first 24 hrs following a 
disaster declaration.  

Location Provide the physical location of the critical application if known. 

Explanation Document an explanation of the priority for this application.   

 

  
Business 
Process 

Description 

  

Applications Priority 
Critical 
Point 
(RPO) 

Critical 
Time 
(RTO) 

Location Explanation 

      

      

      

      

      

 
 

Business 
Process 

Description 

  

Applications Priority 
Critical 
Point 
(RPO) 

Critical 
Time 
(RTO) 

Location Explanation 

      

      

      

      

      

 
 
 

Business 
Process 

Description 

  

Applications Priority 
Critical 
Point 
(RPO) 

Critical 
Time 
(RTO) 

Location Explanation 
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Business 
Process 

Description 

  

Applications Priority 
Critical 
Point 
(RPO) 

Critical 
Time 
(RTO) 

Location Explanation 
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CONTINGENCY PLAN TEMPLATE 
 
Title:  Failure of xxxxx (Insert name of critical resource, e.g. telecommunications, power etc.) 

 
Remember that different sections of Your Business will react differently to a common disruption as their critical 
business functions will be different than yours. This means that you should NEVER use the same business 
contingency plan (for example ‘Loss of power or telecommunications”) for different business units or sections! 

 
 
Location: Primary Site (the location where this plan will be actioned and stored) 

 
    
Plan ID: XXXNN (the plan identification number, e.g. CSBCP01) 

 
 
Plan Purpose:  
 

Outline the steps that should be taken in the event of the loss of a particular resource or service. (E.g. 

The steps to be taken for loss of power to this building). 

 
 
Distribution List: 

 
Provide a list of people who have copies of this plan and their location and contact details. 
 
 
Responsible Personnel:  

 
Define who has overall responsibility for all resources and services of the system in the event 
of failure and who will be directing the response and recovery. (This would normally be the business 

unit manager). 
 

Also list the person/s will ensure that all required actions are performed by qualified 
personnel. (This may also be the business unit manager, or a higher level manager who has overall responsibility for 

delivery of this business unit’s service or output). 
 

 

Reasons for failure: 

 
Determine the reasons for failure: 
 

 Identify the possible reasons for failure in priority order 
 
(Determining the reasons for failure will assist you in deciding how long the disruption will last and help to determine the 
extent of the disruption. E.g. for a power failure the reasons could be partial failure of power because of local circuit 
problems, failure of power to the whole building, street or suburb, town or city etc). 

 
Warning Indicators: 
 
 Identify warning signs or indicators of failure. (E.g. for a loss of power it might be room lights not 

working, internal phone lines not working. Your response and actions will be determined by what has actually gone 
wrong or failed and how long it will take to fix the problem). 
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Areas Affected: 

 
Identify areas that are affected: 
 
 List areas that may be affected (This refers to  functional work areas as well as physical areas of the 

Department. E.g. contact with the rest of Your Business may be affected, contact with clients, data entry, scheduled 
important meetings, urgent reports, as well as areas like this room, the building, the entire office floor etc.) 

 
 
Recovery Time Objective (RTO):  

 
State the recovery time objective: 
 
(This is the time up to which the system is monitored and after which the plan is implemented 
in order to prevent serious business impact) 
 
(This can be expressed in units of minutes, hours, days, weeks etc. For example, an air traffic controller system may have a 
RTO of 5 minutes because that is the minimum time they can operate without their system before a serious business impact 
occurs. For a taxi dispatch system the RTO may be 1 hour). 
 
Your response here will be in the form of:      1 hour or 5 minutes, 1 day etc. 

 

 
Notification: 

 
Call for assistance and notify personnel (Consider placing contact phone numbers and other details here or in an 

attachment page). 

 
Internal 
 
 List personnel Internal to the site to be notified in priority order (This may be business unit 

manager, front office staff, switchboard operators etc. Note that you may need to notify a person/group who will be 
charged with spreading your notification message to all other internal staff and you may need a mechanism to ensure 
that your message will be delivered with clarify and a degree of swiftness). 

 
 
External 
 
 List  External resources providers and other sites to be notified in priority order (This will be 

your business partners or other sections of Your Business who rely on your services or who regularly communicate with 
you. Your business unit “may be off the air” while you are invoking and carrying out the steps outlined in this 
contingency plan). 

 
Make sure you fill in the business interruption contact log attached to your plan. This is to 
ensure that you have carried out all the necessary steps and to assist you in the recovery 
phase and provide information when you evaluate your response at a later stage.  
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Resources for notification 
 
 List resources required for notification (This may include items such as pages, mobile phones, local phone 

systems, other plans etc.). 

 
 
Backup Resources: 

 
Check and monitor the status of backup resources in priority order. (Backup resources includes items 

like a generator, UPS devices, access to document storage etc.). 

 
Recover backup resources if necessary in priority order. 
 

 List backup resources available (incl. any documents or plans that are referenced) 
 
 
Initial Response 

 
Determine the estimated duration of failure and compare with Recovery Time Objective 
 
If estimated duration of outage is less than RTO, implement - Monitoring tasks.  
 
(The monitoring, initiation and sustaining tasks described below may include those responsible for carrying out 
the tasks and a suggested time limit that must be complied with for the tasks to be successfully implemented. 
E.g. the laboratory technician has 30 minutes to place specimens from the pathology machines into the 
refrigerators in the “event of a power failure”. The fridges will be powered by the back up generator. Their task 
may be slightly different if the disruption goes over the RTO and in the event of “sustaining tasks ”, specimens 
may have to be moved from the fridges and placed in dry ice and eskies and couriers deliver the specimens to 
other laboratories.) 

 
 
Monitoring tasks 
 
Responsibility: Who is responsible for carrying out these monitoring tasks. 
 

 List monitoring tasks and those responsible for carrying out these tasks 

 
 
If estimated outage is greater than RTO, implement – Initiation tasks 
 
Initiation tasks 
 
Responsibility: Who is responsible for carrying out these initiation tasks. 
 

 List initiation tasks and those responsible for carrying out these tasks 
 
. 
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Sustaining 

 
Monitor situation and re-evaluate at X hour intervals.  
 
After Y hours, decide if the sustaining tasks listed below are to be implemented. 
 
(For example, every 2 hours we monitor the situation up to 6 hours and we then decide if we then commence 
the series of “sustaining tasks”.) 

 
Sustaining Tasks 
 
Responsibility: Who is responsible for carrying out these sustaining initiation tasks. 
 
 

 List tasks and internal and external personnel to be notified. 
 
Rostering of staff (If staff need to be rostered or existing changes to roster need to be changed, list what 

must be done by who.) 

 

  
 
Additional resources required  (Outline what additional resource will be required if the disruption 

continues, e.g. additional couriers, demountable offices, buses to ferry staff to emergency data centre etc.) 
 
NB. Some sustaining tasks may require the initiation of other business contingency plans. Consider the loss of 
power where the “Y” sustaining time is 6 hours and the emergency generator will only last for 5 hours, you may 
have to invoke the BCP for telecommunications failure as your PABX system UPS and your building generator 
will not power your PABX beyond the 6 hours! 

 

  
 
Recovery 

 
If confirmed that failure has ended, commence recovery tasks: 
 
Recovery Tasks 
 
Responsibility: Who is responsible for carrying out these recovery tasks. 
 

 List the tasks (and the responsible task holders) required for the return to normal 
operations in priority order, and the internal and external personnel to be notified. 

 

Updates and Plan Location 

 
When implemented, record events on attached Business Interruption Event Log. 
 
Review and update when there are additional or changed conditions specified. 
 
Locations of the plan are specified 
A copy of the plan is made accessible to appropriate staff specified. 
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Business Interruption Event Log 
 

Event Description: 
 

Location: 
 

Date Time Actioned By       Contact/Task 
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TESTING TEMPLATE FORM FOR BCP TESTING 

 

 
Test Plan ID: 
 
 

 
Plan coordinator: 
 

 
Version 1.0 
 
18 April 2006  

 
Form 

 
BCT01 

 

 
Business Contingency Plan Particulars 

 

 
Name of BCP: 

 
BCP Plan Owner: 

 
BCP ID:  

 
Plan Owner Contact Phone: 

 
Functional Area: 

 
Test Information 

Type of Test 
 

Some Processes – put in process 
name 

 

All Processes 
 

 
Desktop review 

  

 
Desktop scenario test 

  

 
Other: 

  

 
 
 
 
 
 
 
 

 
Title of Training or Test 

 

 
Business Unit Involved in this exercise 

 

 
Location of Test/Training 

 

 
Date and time of Test/Training 

 

 
Expected duration of Test/Training 

 

 
Objectives of Training or Test: 1. 
                                                  
                                                 2. 

 

Test Participants: 

Resources for Test: 
 
 

Test Action Steps:  - broad outline below or attach details 
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